ABSTRACT
INTRODUCTION
In response to consumer's growing concerns about privacy, enterprises publish a privacy policy that is a representation of promises made to data owners regarding the uses of their private data. To provide a standard way of communicating privacy policies to consumers, the World Wide Web consortium has proposed a standard policy language, the Platform for Privacy Preferences (P3P) [1] . P3P policies can be read, summarized and matched against users' privacy preferences by P3P-enabled browser software (P3P agents). Therefore, data owners can be prompted on exactly what data is collected, for what purposes this data is being used and how long it is retained. However, publishing a P3P policy does not provide any technical guarantee that enterprises act according to their policies once they have obtained users personal data. 1 
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Whilst the SITDRM approach to privacy protection binds the enterprise data handling to the privacy promises made to customers, it has three usability weaknesses. First, constructing a license can become a complex task for customers of real world enterprises because licenses are written in a formal language (MPEG REL), therefore consumers are required to have technical knowledge. In addition, consumers may be obliged to construct several licenses as there may exist many users (enterprise employees) who need to access the private data under different conditions. Second, roles/users within an enterprise change more frequently than the purposes for which the data is being collected. Currently, customers must provide a new license each time the roles/users (license holders) change. Third, in SITDRM, templates for creating a license are assumed to be manually constructed by a privacy officer who knows about the enterprise privacy policy and there is no systematic approach for doing so.
To deal with these shortcomings, we employ the P3P language and propose tools to communicate enterprise privacy policies to customers, as well as allowing them to construct data licenses. A P3P policy is more abstract than the access control rules expressed in an MPEG REL license and allows data owners to specify the general purposes for which data are being collected. The combined use of these two languages will bridge the gap between the user friendliness and the abstraction required for consumers to specify their privacy preferences and the precision needed for a license to be enforceable within an enterprise. Hence, issuing a license becomes easier for customers and also bypasses the need for re-issuing licenses when an internal role changes and the purpose remains the same.
PROPOSED SITDRM ARCHITECTURE
In this section we will describe how SITDRM has incorporated P3P language for presenting privacy policies to customers as well as collecting their preferences. In addition, we will show how P3P preferences are mapped to MPEG REL licenses that are enforceable. The proposed architecture introduces three new components: a P3P policy, a P3P agent and mapping rules. We assume that there is a Chief Privacy Officer (CPO) who writes a which signifies the data handling of the enterprise. The P3P policy agent and mapping rules will be described in the following sections.
Specifying P3P Preferences
The P3P provides a user friendly language and a protocol to inform data owners of an enterprise privacy practices. In reality, P3P policies after being accepted by consumers, can be considered as their privacy preferences. For instance, consider a policy statement that states that the collected phone numbers will be used for marketing purposes. In this scenario, if a consumers accept the policy statement, we can safely consider the statement as data owner's privacy preference about the use of their phone number.
The design of the P3P Agent is centered around the above idea, to allow a data owner to easily modify an enterprise P3P policy to create their privacy preferences. The P3P agent collects a P3P policy and generates a preference template, which is a graphical representation of the statements that constitute the policy. The elements that constitute a statement in the template can either be fixed or modifiable, depending on the attribute that CPO has specified. This allows data owners to modify a policy based on their privacy needs. We refer to the modified P3P policy as P3P Preferences. Figure 2 shows a sample P3P preference template where for every statement in the policy, an informal description is followed by a set of modifiable check boxes based on the P3P policy syntax. Thus far we have described how the P3P agent provides an interface to inform consumers about an enterprise privacy policy in a systematic way. In addition, we have introduced a method by which data owners can specify their preferences through modifying a P3P policy. Whilst P3P language is suitable for the communication of privacy policies/preferences with customers, it is poorly suited for specifying enforceable access control rules. In the following section we will describe how we can automate the process of creating enforcable licences from a privacy preferences. 
Constructing a License
In this section we will briefly describe the idea behind the Mapping Console tool that was developed to assist CPOs to map a P3P preference to an MPEG REL license.
Vocabulary is a fundamental part of a language. Hence, the Mapping Console provides a central point where the necessary vocabulary for creating an enterprise P3P policy and MPEG REL licenses are introduced and stored. In addition, it allows the CPO to specify the rules for transforming an element in P3P policy language to an element in a license. 
CONCLUSION
In this paper we have discussed our approach to extending SITDRM architecture with a P3P handling component. Our extention will improve the usability of the SITDRM and enable us to address two main goals. First, to facilitate the communication of privacy policies with data owners. This also includes enabling them to easily specify an enforceable privacy preference. Second, to provide a systematic way of creating templates, through which data owners can specify their privacy preferences.
